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Introduction 
Farm data, and by extension agricultural data, is no more 
a public good than the operational data of any business in 
the private sector. Post farmgate supply chains involved in 
processing and marketing of food and fibre to consumers 
consist of private businesses. And yet, there is an 
unrelenting push towards the gathering and centralisation 
of Australian farm data as an open and public resource for 
supply chain management, research and compliance.

In the meantime, scant attention and resources are being 
given to helping the farm sector work through issues of 
data privacy and security and the establishment of data 
governance frameworks. This not only leaves farmers 
exposed but is also frustrating the research sector who need 
farm and agricultural data to continue to provide science 
that underpins growth and who in the main, want to do 
the right thing by farmers. Ultimately if not addressed, it 
will also slow down the adoption of digital agriculture in 
Australia and put at risk the National Farmers’ Federation 
(NFF) led, Government target of growing the agriculture 
sector from $60 billion to $100 billion by 2030.1 

1 Australian Department of Agriculture Water and Environment (2020), AG 
2030, https://www.awe.gov.au/agriculture-land/farm-food-drought/ag2030
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This essay provides clear rationale for the 
principle that farm data belongs to farmers 
and affords them fundamental rights to the 
privacy of their data. If this fundamental right 
is to be breached for the benefit of society, or 
of farmers, then the cost benefit analysis must 
be calculated, including the cost of minimising 
existing and future harms to farmers due to 
the breach. Two key trends that challenge 
this principle are discussed, the digitisation 
of agriculture and open data thinking, and 
examples are provided. 

Finally, ideas are provided about how we can 
think differently about using private farm 
data to support research and compliance, as 
well as provide services for public good. The 
factors that are needed to make this work are 
explored, and recommendations given about 
how we move forward from here. 

Definitions
Agricultural data is measurable, digital 
information that is captured by sensors and 
systems about farm land, the cultivation and 
management of the land and every aspect 
of the process of producing, processing, 
distributing and marketing of food and fibre 
that comes from the farm. 

None of this data exists without farms, so 
the main focus of this essay is on farm data, 
including operational data that is generated 
and captured in the production of food 
and fibre from sensors and equipment; and 
landscape data including soil, vegetation, 
water, and climate data. A great deal of 
landscape data exists in the public domain 
already, given that farming is a geospatial 
industry that is open to constant satellite 
surveillance. But farm specific landscape and 
production data is detailed and distinct – it is 
the DNA of the farm. It invariably costs a lot 
to gather this data, a cost borne by farmers 
in the operation of their businesses. It should 
remain private and should not be seen or 
treated as a public good.

Financial farm business data is treated with 
the same level of discretion as any business 
financial data and kept within the bounds of 
the accountant, bank, financier, and the Tax 
Department, so is out of scope for this essay. 

Why farm data  
is privately owned
Australian farms are privately operated 
businesses (Governments are not engaged in 
agricultural production), mostly family owned 
small and medium enterprises, and occupy 
51 percent of Australia’s land mass.2 Land 
tenure based on common law gives farmers 
the right to own freehold land, or to lease 
crown land for pastoral purposes.3

The agricultural crescent that stretches from 
the south-west of the continent, along the 
south-east and up the coast into south-east 
Queensland, is freehold land, privately owned 
by farmers – the yellow/orange section of the 
ABARES map shown in Figure 1 (over page) 
– and makes up about 13 percent of the land 
mass, detailed in Table 1 (over page). 

The biggest land use ‘chunk’ is the 45 percent 
of crown land that is governed by State 
and Territory Governments and leased to 
pastoralists who graze livestock on native 
vegetation – the pale-yellow area on the map. 
These leases are usually decades long and 
clearly lay out terms that enable pastoralists 
to get on with running their businesses with 
assurance. It is up to the Governments to 
ensure that lease terms are in accordance with 
how the Australian people want the land to be 
managed, including any public good measures. 

Other crown land managed by State 
Governments on behalf of the Australian 
people includes nature conservations and other 
protected areas including Indigenous use. 

Farm data is not a public good 
To suggest that farm data is a public good 
is an absurdity if we still live in a liberal 
democracy that is underpinned by common 
law and private property rights. Farm data 
belongs to farmers, just as the land they farm 
belongs to them, or for pastoralists, the right to 
use the land under agreed terms of long-term 
leases belongs to them. 

2	 National	Farmers’	Federation	(2021),	Farm	Facts,	https://nff.
org.au/media-centre/farm-facts/

3 Austrade (2021), What is land tenure? https://www.austrade.
gov.au/land-tenure/land-tenure/about-land-tenure
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Figure 1: Land Use of Australia 2010–11, Version 5 (ABARES 2016).
Source:  ABARES (2016), Land use in Australia – at a glance, www.agriculture.gov.au/sites/default/files/abares/aclump/documents/Land%20

use%20in%20Australia%20at%20a%20glance%202016.pdf

Government regulations determine what 
farmers can and can’t do with their privately 
owned land, and for the most part farmers can 
get on with the business of growing food and 
fibre without too many constraints. 

The compliance load for Australian farmers 
is far less than their United States, Canadian, 
United Kingdom and European Union 
counterparts, because public funding does not 
subsidise agricultural production.4 This is a 
unique characteristic of Australian agriculture. 

4 ABARES (2020), Analysis of government support 
for Australian agricultural producers, www.
agriculture.gov.au/abares/research-topics/trade/
analysis-of-government-support-agricultural-producers

It underpins strong cultural aspects of the 
sector including self-reliance, innovation, 
and competitiveness. The Government also 
recognises the value in keeping subsidies low 
and the impact on trade competitiveness: 

“Australia’s reform experience shows that 
deregulating the agriculture sector and 
removing distorting forms of support 
spurs overall sector growth, increasing 
participation in global markets and the 
contribution that agriculture makes to 
the rural and national economy.” 5

5 Greenville, J (2020), Analysis of government 
support for Australian agricultural producers, www.
agriculture.gov.au/abares/research-topics/trade/
analysis-of-government-support-agricultural-producers
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Culturally, Australian farmers do not have 
the ‘quid pro quo’ attitude that comes with 
subsidies, in which private farm data is 
provided to Governments in exchange for 
cash. This is an important distinction in this 
debate that should be highlighted to farmers 
who are not used to having to give up private 
data in exchange for money and don’t realise 
the full value in what they are giving up, and 
to entities who might seek to gain private farm 
data without properly valuing it or protecting 
the privacy rights of farmers in gaining access 
to it. 

Furthermore, and this is not well understood, 
is the public-private partnership that has 
underpinned the flourishing of agriculture over 
decades, a kind of unspoken compact between 
Government and the farming sector. Instead 
of subsidies, the Australian Government has 
a long-standing commitment to co-funding 
agricultural research and development (R&D) 
aimed at improving productivity. Industry 
for its part, co-invests in this R&D through 
levies, but also and far more significantly, 

continually invests in the new technologies and 
capital infrastructure that underpin innovation 
and growth. This is the nature of Australia’s 
‘quid pro quo’ – co-investment rather than 
subsidisation; private capitalisation rather than 
public funding. It behoves the research sector 
to recognise this partnership and the privacy 
rights around farm data, lest they inadvertently 
bite the hand that feeds them. 

Australian farmers have no appetite for public 
funding in return for doing the business of 
producing food and fibre, reinforcing that 
there is no argument for public claim to farm 
data. Farm data belongs to the farmer, and in 
principle affords them with the same private 
property rights as their land title deed or lease 
does. Farmers have fundamental rights to the 
privacy of their data. 

Why would we constrain or modify this 
principle, on what policy grounds would this 
fundamental right to privacy be breached? 
There may well be good reasons to do so based 
on benefits to the community, to wider society 

Table 1:  Land use in Australia (based on Land Use of Australia 2010-11, Version 5, ABARES 2016). 

Land use Area (sq.km)  Percent (%) 
Nature conservation 604,671 7.87% 
Other protected areas including Indigenous uses  1,163,676 15.14% 
Minimal use 1,172,679 15.26% 
Grazing natural vegetation 3,448,896 44.87% 
Production forestry 103,494 1.35% 
Plantation forestry 25,752 0.34%
Grazing modified pastures  710,265 9.24%
Dryland cropping  275,928 3.59%
Dryland horticulture  743 0.01% 
Irrigated pastures  6,048 0.08%
Irrigated cropping  9,765 0.13%
Irrigated horticulture  4,552 0.06%
Intensive animal and plant production 1,414 0.02%
Intensive uses (mainly urban)  13,806 0.18%
Rural residential  17,632 0.23%
Waste and mining  1,860 0.02%
Water  125,542 1.63%
No data  401 0.005% 
Total 7,687,124 100.00% 

Source:  ABARES (2016), Land use in Australia – at a glance, www.agriculture.gov.au/sites/default/files/abares/aclump/documents/Land%20
use%20in%20Australia%20at%20a%20glance%202016.pdf
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and benefits to farmers themselves. There may 
well be opportunities to create public good 
that justify the breaching of this principle, but 
only if the cost benefit analysis of doing so 
has been fully calculated, not only to society, 
but especially to farmers. The cost side of the 
equation must include minimisation of the 
costs and harms, including potential future 
harms to the farmer in breaching the principle. 

So far, these costs have largely been ignored 
in the big rush towards gathering and 
centralisation of farm data. There is no better 
example of this than the expectation that 
the NFF would lead the development of a 
Code of Practice for Farm Data, without any 
funding. More about that further on, but first 
a discussion of two forces that are challenging 
this principle of the privacy of farm data 
and then ideas about smarter ways to use 
technology itself in ways that mean public 
good benefits can flow from private farm data 
without having to breach privacy. 

Challenge one – digitisation
The greatest challenge to the privacy of 
farm data comes from the great force of 
digitisation. We are at the point in history 
where digitisation of the economy is no longer 
a utopian dream,6 but a growing reality that 
has been fast tracked by the COVID-19 
pandemic. Digitisation of agriculture is 
dragging behind the wider economy due to 
salt and pepper connectivity (connectivity gaps 
between country towns and across paddocks), 
but strong market forces driving ubiquitous 
connectivity in rural Australia will soon fully 
enable the Internet of Things for agriculture.7 

Coupled with this is the explosion in 
space-based surveillance and advances in 
remote sensing capabilities, that generate 
masses of public and private third-party 
landscape data. Geospatial data can be 
interpolated and modelled to create accurate 

6 Koch, A (2017), IoT in agriculture – how is it evolving 
and which policy areas need addressing to facilitate its 
uptake? Australian Farm Institute Insights, Vol. 14, No. 
1, February 2017, www.farminstitute.org.au/publication/
february-2017-insights/

7 Koch, A & Waters, P (2021), Agritech Working Group Report 
Australian Broadband Advisory Council, www.infrastructure.
gov.au/sites/default/files/documents/agri-tech-expert-
working-group.pdf

predictions about anything from crop type, 
to soil moisture, to wildlife and livestock 
audits, to the land value of individual farms 
and much more. Cloud computing, data 
analytics and machine learning are giving 
third parties ever more detailed information 
about farms that farmers then often have to 
purchase. Digital Agriculture Services (DAS), 
a CSIRO partnership, is a front runner of this 
approach. Sophisticated technologies in food 
and fibre supply chains can similarly uncover 
information about farm operations that the 
farmers themselves don’t have access to, the 
use of DEXA technology in meat supply 
chains being one example.8 These types of 
services seem to stretch the boundaries of what 
constitutes ‘private’ farm data, but this is so far 
untested in any legal sense. 

We are fast heading towards every aspect of 
physical land and tangible farm production 
having a digital twin, just as remote mining 
operations now have digital twins that enable 
operation of trucks and mining equipment 
from remote locations with joysticks. For 
mine owners, the digital twin is critical 
infrastructure, a digital asset that is used to 
manage and extract value from the physical 
asset. Where digital twin farm infrastructure 
and associated data will reside, who controls 
use of the data and how this data is leveraged 
along supply chains are critical questions that 
are still being answered. 

The forerunner to digital twin farms are 
data infrastructure jigsaw puzzle pieces that 
are scattered across multiple proprietary 
platforms, increasingly linked through 
application programming interfaces (API’s). 
Farm data platforms such as AgWorld and 
Pairtree are doing a fabulous job of bringing 
the pieces of the farm data jigsaw together and 
presenting information to farmers and their 
advisors on phones and tablets. The recent 
$100 M sale of AgWorld to Canadian agtech 
firm Semios shows the value of farm data 
curation and management.9,10

8 MLA (2020), DEXA Technology, www.mla.com.au/
globalassets/mla-corporate/news-and-events/documents/
dexa-factsheet-lr.pdf

9 Business News (2021), Agworld in $100m sale, https://
www.businessnews.com.au/article/Agworld-in-100m-sale

10 Blue Book Services (2021), https://www.producebluebook.
com/2021/08/24/agtech-firm-semios-acquires-agworld/
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The only way in which farmers can determine 
whether the data that is produced across this 
scattered, multi-party infrastructure belongs 
to them and how it is used, shared, stored and 
secured, is via the contract with the service 
provider who provides the technology that 
generates data – e.g. soil moisture probes, 
digital weigh stations for stock, tractors with 
GPS tracking. Contract law is the only legal 
platform that can give them this assurance. 
The NFF Australian Farm Data Code covers 
exactly this data relationship, but outside of 
this, where data is collected and interpolated 
by third parties, there is no legal platform to 
protect the privacy of farm data and farmers 
are in uncharted territory in the protection of 
their data rights.

Challenge two – Open Data 
thinking 
A second challenge to the principle of farm 
data private property rights is ‘Open Data 
thinking’. Open Data thinking comes from 
the strong and institutionalised open data 
movement which says data should be freely 
available to everyone to access, use or share. 
Closely aligned with the idea of open data 
is FAIR data that is findable, accessible, 
interoperable and reusable. The Australian 
Government is committed to open data as 
stated in the Public Data Policy Statement.11 
Research organisations are particularly 
keen on open data. Researchers have an 
unsatiable demand for data for research and 
computational modelling. 

Open Data thinking supports a broad 
agricultural data management strategy such 
as a data warehouse or data lake, centralised 
collections of data that are made available for 
queries across a range of scenarios. Open Data 
thinking believes that siloed and proprietary 
data systems are inefficient and are preventing 
the generation of untold value along supply 
chains, and even worse, putting Australia 
behind in being able to sell food and fibre into 
international markets. The problem with this, 
is that a data lake of this type would require 
farmers to tip a lot of farm data into the lake 

11 Australian Government Public Data Policy Statement, www.
pmc.gov.au/sites/default/files/publications/aust_govt_
public_data_policy_statement_1.pdf

not for specific purposes, but in the hope that 
there is value in doing so. 

The proposed Australian AgriFood Data 
Exchange (OzAGDATA Exchange) led by 
Meat and Livestock Australia (MLA), with 
funding from the Australian Government and 
a range of other Rural Research Development 
Corporations (RDCs), Cooperative Research 
Centres (CRCs) and industry partners, is 
based on this approach. So far, the value 
proposition for farmers to contribute farm 
data to the OzAgDATA Exchange is based 
on the idea that their ability to comply with 
regulations, manage biosecurity and provide 
provenance data along with the physical 
product, will be enhanced. 

Private ownership of farm data, under this 
approach, is largely ignored and papered over 
with the idea that farmers will have the ability 
and the skills (and will somehow magically 
find the time) to give permission for their data 
to be extracted from the lake, shared and used 
by anyone who can provide them with these 
services. It appears that responsibility for data 
governance will fall back to farmers. What is 
yet to be demonstrated is the value proposition 
to convince farmers that they should indeed 
tip their private data into the lake. Not yet 
clear is the danger of fundamental privacy 
rights being broken, and the cost-benefit 
analysis should breaches occur. 

Open Data thinking is also behind a large 
push for soil data from privately owned 
farms to populate the National Soil and 
Landscape Grid112 as part of the Australian 
Soil Resource Information System (ASRIS) 
that is managed by CSIRO.13 This is a public 
dataset, a data lake of sorts that contains 
soil data at 90 m resolution. Soil data at that 
level of resolution is not useful for farmers. 
However, the Australian Government allocated 
$54.4 M in the 2021 Budget to subsidise the 
collection of soil data on Australian farms, 
and $21 M to purchase existing private soil 
datasets which will then be made public and 

12 CSIRO Soil and Landscape Grid of Australia, https://
www.clw.csiro.au/aclep/soilandlandscapegrid/index.html,	
Retrieved 30 October 2021

13 CSIRO Australian Soil Resource Information System, 
https://www.asris.csiro.au/index.html,	Retrieved	30	October	
2021
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used for the monitoring of soil condition over 
time; and could be used in the future for the 
development of environmental compliance 
programs. 

So far, neither the OzAgDATA Exchange nor 
the Department of Agriculture Water and 
the Environment (DAWE) and CSIRO have 
defined the public policy grounds on which 
the fundamental right to privacy of farm data 
should be breached in these two initiatives. 
There are references to vague and generalised 
benefits to wider society, but so far neither 
have really outlined the benefits to farmers 
– the value proposition for a farmer to tip 
their data into the lake. There seems to be no 
consideration of the costs and potential harms 
to farmers and the protections that will be put 
in place to prevent those harms. This includes 
whether or not the data will be used for future 
regulatory compliance. 

The AgForce Best Management Practice 
(BMP) Data case study is a harbinger for 
any project that ignores these issues. In 
2019, AgForce deleted a decade’s worth of 
data that had been gathered by Queensland 
growers in a voluntary, participatory industry 
led program to improve sustainable land 
management practices. They did this to protect 
growers from being penalised under a new 
Environmental Protection bill that would 
enable the Queensland Government to compel 
AgForce to give them the data for use on 
compliance and control activities, including 
potentially fining farmers using their own 
data.14

Opinions are polarised on whether AgForce 
acted appropriately, but the underlying 
principle of their action has not been 
highlighted enough. AgForce deleted private 
farm data that was about to be used for ‘public 
good’, at the risk of considerable harm to the 
farmers to whom the data belonged. 

Opportunities and barriers
If treated correctly, private farm data can 
provide public good services, if the public 

14 Kennedy, H (2019), AgForce dumps best management 
practice	data,	https://www.queenslandcountrylife.com.au/
story/6101483/bmp-data-deleted-over-privacy-fears/ 
Retrieved 30 September 2021

truly value these services enough to pay for 
them, or if farmers are motivated to provide 
access for public good. A nice example of 
this is the Harvest Fire Danger Index service 
that is provided to grain growers by Agbyte 
in South Australia. Using collective wind 
speed, temperature and humidity data that 
is captured from privately owned weather 
stations and converted into alert triggers, 
harvester drivers can be warned about harvest 
fire danger so they can cease operation at 
levels set by the industry code of practice.15 

Beyond community safety, other public 
good services in demand are related 
to land management. The Australian 
Government, working closely with the NFF 
and the Australian National University, 
have established the $66 M Agricultural 
Biodiversity Stewardship Package, essentially 
creating a marketplace for the buying and 
selling of ecosystem services including 
the management and sequestration of soil 
carbon, and biodiversity. These voluntary 
markets will be data driven. Finding ways 
to exchange data in ways that protect data 
privacy will be critical to success.

There are two key barriers to realising these 
types of public good services. The first is a lack 
of imagination in how to use technology in a 
way that enables the provision of data services 
without breaching farm data privacy. Services 
from farm data can flow from querying 
private datasets to answer specific questions, 
without needing to expose the whole dataset. 
Do Government and CSIRO really need 
to capture private soil data from farms and 
make it publicly available? Or could private 
soil datasets be selectively queried for 
monitoring purposes? Is an agricultural data 
lake really needed for managing biodiversity 
and provenance, or can these data services 
be supplied along private supply chains? 
Without first recognising the fundamental 
privacy rights, these options won’t even be 
considered by technologists.

The second barrier is lack of willingness by 
farmers to share data. Conventional wisdom 
flows from the 2017 Accelerating Precision 2 
Decision (P2D) project that was funded 

15	 Agbyte	Harvest	Fire	Danger	Index,	https://agbyte.com.au/
wp-content/uploads/2016/11/16Nov-FDI-info.pdf
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by DAWE and all 15 RDCs. It tells us that 
farmers don’t want to share because they 
don’t trust service providers, that somehow 
farmers just need to be convinced that the 
organisations who deal with their data are 
going to look after it, and they will then be 
happy to hand it over. This thinking drives the 
idea that compliance with a Code of Conduct 
around the treatment of farm data will solve 
the ‘trust problem’. 

This is just not the case. Farmers willingly 
enter commercial partnerships that generate 
farm data all the time, often with very little 
thought as to the data governance, because 
the value in doing so exceeds the fear of losing 
something. In other words, there is a strong 
value proposition. Could it be that ‘mistrust’ 
is actually code for ‘it’s not worth it?’. Farmers 
needs a clear value proposition to share data. 

In reality, the findings of P2D with regards to 
data governance frameworks and the treatment 
of private farm data were far deeper and 
more insightful than the received wisdom, 
and gave fair warning to what would happen 
if these data privacy issues were ignored. In 
their report, ‘The legal dimensions of digital 
agriculture in Australia: An examination of the 
current and future state of data rules dealing with 
ownership, access, privacy and trust’, Leanne 
Wiseman and Jay Sanderson made it clear 
that lack of data governance frameworks and 
policies would be a major constraining factor 
on digital agriculture. The level of investment 
in establishing these frameworks and policies, 
compared the hundreds of millions that are 
now being invested in systems to capture and 
aggregate private farm data, speaks volumes 
about how seriously this warning has been 
taken by the Government, technologists and 
the research sector, including the RDCs and 
the agricultural CRCs. 

The only instrument that gives Australian 
farmers assurance about data privacy and 
security is a contract with the service provider 
that generates the data. This has been codified 
by the Australian Farm Data Code, a set of 
seven principles that service providers must 
adhere to contractually in order to provide 
confidence to farmers about how their data 
is collected, used and shared. The Farm Data 
Code was launched in February 2020. 

At the recommendation of the P2D report, 
and at the request of the RDCs, NFF agreed 
in 2018 to take on the role of leading the 
establishment of the Farm Data Working 
Group, tasked with developing the Code, along 
with an accreditation and certification system. 
NFF was deemed to be the best ‘home’ for this 
work. However, this important work has been 
and remains unfunded. 

The biggest response to the Code has been 
from the research sector. Ever hungry for 
farm data, and frustrated that they can’t seem 
to get enough, researchers are keen to adopt 
the Code and comply, as this is seen as the 
platform to build farmer trust. However, the 
Code was never intended to be the answer to 
all trust issues. It does not cover farm data that 
is interpolated from public or other third party 
datasets, including research databases. It most 
certainly doesn’t cover centralised data lakes 
that are subject to big data analysis. 

Conclusion and 
recommendations
Overall, Australian agriculture stills lacks 
a clear and consistent data governance 
framework that protects the data privacy rights 
of farm data, but also enables the sharing 
and use of data along supply chains and for 
research purposes, in a way that reflects the 
culture and public private partnership nature 
of our agricultural innovation ecosystem. 
Worse than that, there is still a fundamental 
lack of understanding and recognition around 
why these issues matter. 

The farming sector, the agricultural research 
sector including the RDCs and CRCs, 
technologists and Governments collectively 
and individually need to keep thinking this 
through and investing in the development 
of an Australian approach to farm and 
agricultural data governance that properly 
respects the principle of private farm data 
rights. 

The NFF Farm Data Working Group has 
started with the development of a practical 
instrument in the Farm Data Code that can 
help, but there is so much more to do, and 
this work must be funded. This is vital work. 
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The Farm Data Code covers just one data 
relationship, there are so many other ways in 
which farm data is generated and shared, that 
are outside existing legal frameworks. The 
fundamental principle of data privacy rights 
for farm data must be upheld, or if this is to 
change, then the changing nature of Australia’s 
‘quid pro quo’ must also be carefully thought 
through. 

These issues must be dealt with fairly and 
seriously. The risk otherwise to the big, 
well-funded projects is failure due to lack 
of farmer engagement. Worse than that, by 
continuing to paper over data governance 
issues and ignore the principle of data privacy 

rights for farmers, the uniquely Australian 
public private partnership compact that has 
underpinned sector growth for so long is also 
at risk, just when we all have our sights set on 
growing agriculture to a $100 billion industry 
by 2030. 
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